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General Instructions
v 1. In cases where chotces are provided, students can attend all questions in each Section/Port
9. The minumunt number of questions to be attended from the Section/Part shall remain same.

3. There will be an overall ceiling for each Section/Part that is equivalent to maximum weizhtozz
the Section/Part. - ma
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Part A (Short Answer Questions)

Answer all gquestions.
tach question has weightage 1.

1. Define the terms Cryptosystem, monoalphabetic cryptosystem polyzalph
example.
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Compare between Substitution Cipher and Permutation Cipher.

Prove that @ mod m = b mod m if and only if @ = b (mod m).

State Jensen’s inequality.

Prove that H(X/Y) < H(X), with equality if and only if X and Y are indepenaent.
Explain the terms round key mixing and whitening in SPN.

Define hash family.
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Write short note on differential cryptanalysis.
S x 1 = 8 weights
Part B (Short Essay)
Answer any two questions.

Fach question has werghtage 2.
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9. Use Hill Cipher with key K = (2 :l) to encrypt the message GIVE THEM TIME.

10. Define involutory key. IFind the number of involutory keys in the Permutatien Cipher for m =

11. Explain Cryptanalysis of Affine Cipher.
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12. Provethatifa crypltosystem has perfect secrecy and |K‘ B ‘CI l
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every cipher text ;
’I, then P Xtis eq“ﬂIL .
probable.

' . ‘tution Cipher.
Define unicity distance of a cryplosystem. Calculate 1t for Substitull p

Prove that H(X,Y) < 1H(X) + 1(Y, with equality if

and only if X and Y are independent Fang,
variables. *

State and prove the Piling-up-lemma.

Explain Random Oracle Model ash functions.
Describe Message Authentication code(MAC) and explain HMAC.

Part C (Essay)

Answer any two questions.
Each question has weightage S.

(a) Define different types of Stream Ciphers and explain the methods of Keystream geners-.
(b) How Cryptanalysis done in Stream Cipher.

(a) Prove that the Affine Cipher achieves perfect secrecy if every key is used with equal prozz=
1/312.

(b) Compute H(K/C) and H(K/P,C) for the Affine Cipher assuming that keys are used equipr:
and plaintexts are equiprobable.

Deseribe and anzlyse Data Encryption Standard(DES) and Advanced Encryption Standar &

Define iterated hash functions and explain the generic construction and the Merkle-Da=r
Construction methods of the same.

(2 x 5 = 10 weir™



